Energy providers face several technical and societal challenges with respect to renewable energies and smart energy systems. As central management units of energy supply systems, control rooms and their operators are especially affected by those changes. While reliability and safety of software systems for managing electric power grids is of utmost importance, their usability has to be ensured as well in order to allow for safe and efficient operations. Previous work has failed to address issues of work reengineering and user interface design for future smart energy control rooms due to insufficient collaboration of human-computer interaction researchers, energy informatics researchers and energy sector stakeholders. This paper describes challenges and approaches for ensuring usability of future smart energy control room systems. It is based on a human-centered design process within an interdisciplinary research project bringing together the aforementioned groups of experts. Results were derived from systematic literature review, workshops and surveys with control room operators as well as contextual inquiries in three control rooms. They concern both the process of realising software systems for managing electric power grids and applications characteristics with respect to user interface design. It is concluded that open and modular software systems require consistent user interfaces based on a style guide. Furthermore, software and usability engineering processes of energy control systems have to be aligned in order to ensure usability, safety and security.
Introduction
Control rooms, as "location [s] designed for an entity to be in control of a process" (Hollnagel and Woods 2005) in general, have changed considerably with respect to available information and communication technologies, human-machine task allocation, levels of automation and user interface design in many fields of application since the 1950s -among them the energy sector (see Fig. 1 , cf. (Herczeg 2014) ).
Long-term societal and technical challenges (e.g. reducing greenhouse gas emissions, raising the share of renewable energies, implementing smart energy systems, cf. (Neureiter et al. 2016; Santini and Tiefenbeck 2018) ) will have an impact on the design of future "smart control room [s] " (Wang and Qi 2012) . While technical reliability and safety of software systems for monitoring and managing smart energy systems is of utmost importance, their usability, as "extent to which a system, product or service can be used by specified users to achieve specified goals with effectiveness, efficiency and satisfaction in a specified context of use" (ISO 9241-11, 2018) , has to be considered in order to ensure or restore safe and efficient operations.
Energy control room operators' working conditions are characterised by high cognitive demands both in daily routine and under extraordinary circumstances even now (Herczeg 2014; Schwarz 2015) . Shift operations and several hours of sitting constitute physical load in the long term. Future smart energy control room systems must be designed in due consideration of these circumstances.
"Historically, there has been an overreliance on the next generation of user-interface media to address issues like usability" (Butler 1996) . In this regard, two research questions will be addressed in the following sections:
1 How should future smart energy control room systems be designed with respect to usability issues? 2 How should user interface design of smart energy control systems be guided?
Firstly, background and related work of human-centered design, usability of energy control rooms, the interdisciplinary research project NetzDatenStrom and the openKonsequenz (oK) consortium are explained. After describing human-centered design methods applied, (e.g. contextual inquiries, affinity diagramming), results are discussed. Conclusions will be drawn and reflected upon in the last section.
Background and Related Work
In the following sections, basic principles and process models of human-centered design are described. Afterwards, related work and studies about usability of (energy) control rooms are summarised. Finally, the interdisciplinary research project NetzDatenStrom and oK consortium framing this work are introduced.
Basic Principles of Human-Centered Design
Human-centered design is "an approach to interactive systems development that aims to make systems usable and useful by focusing on the users, their needs and requirements, and by applying human factors/ergonomics, and usability knowledge and techniques" (ISO 9241-210, (2010) ). Figure 2 shows the basic analyse-design-build-evaluate-lifecycle. Iterations are driven by insights from formative and summative evaluations with respect to users and their tasks.
The process model of ISO 9241-210:2010 has been elaborated in more sophisticated ones like Contextual Design (Beyer and Holtzblatt 1998), Scenario-Based Design (Rosson et al. 2002) or the Usability Engineering Lifecycle (Mayhew 1999). All of them "embrace but are certainly not limited to user interface and interaction design" (Mentler et al. 2017) . Reengineering work "to more effectively support business goals" (Mayhew 1999 ) is a crucial part of human-centered design because tasks and tools coevolve (Carroll et al. 1991) . Therefore, a proper understanding of a context of use and implications with respect to workflows and organisational structures is necessary.
Usability, as defined in the previous section, has been the major criteria for assessing human-centered design efforts. In addition, user experience (UX), as a "person's perceptions and responses resulting from the use and/or anticipated use of a product, system or service" (ISO 9241-210, (2010) ), has become an important issue for system designerseven in safety-critical application domains (Mentler 2018) .
Usability and User Experience of Control Rooms Systems
Several studies addressing usability and user experience have been devoted to control rooms in different fields of applications. For example:
• Savioja et al. (2012) conducted a study with 70 operators in two power plants consisting of an orientation interview, multiple analyses of observed behaviour in a simulated crisis and a systems usability questionnaire. They state: "The learnability of the control room systems was considered in both plants not to be on an optimal level. [. . . ] The operators made statements that in fact it is confusing to have different information presentation principles and notations within the systems of the same control room." • Savioja et al. (2014) conducted multiple studies to evaluate the usability of control rooms in nuclear power plants. Four of the studies where done in simulators and one in active control rooms. The number of participating operators was between 9 and 42 (39 in the real control room study). They summarised their experience with the alarms management as the following: "Most problematic communicative features, according to the questionnaire data, concerned the interpretation of the audio information in the control room, [. . . ]" • Domova et al. (2017) conducted contextual interviews with two to three operators per control room at an undisclosed number of industrial facilities, providing an apt description of the operator's daily work: "According to the operators, a typical work shift consists of monitoring control processes they are responsible for, attending to alarms which indicate problems, diagnosing and troubleshooting the encountered problems."
• Bockelmann et al. (2012) developed a checklist and used it to study 27 workplaces in 24 control rooms. In Summary, "Furthermore, new trends in the design of control rooms needs to be taken into account, such as the increase of usability and accessibility aspects and their proper application in this scope."
• Ivergard and Hunt (2009) summarise their experiences in the field of control room design: "As most of these control rooms are used for continuous operation, ergonomic aspects are also very important. This includes the design and usability of the lighting and furniture (consoles, chairs, and work surfaces), as well as the technological aspects (with a 24/7 capability)."
While all the mentioned studies agree that usability issues must be solved in control rooms, future challenges raised by smart energy systems (e.g. big data applications) and design implications have not been considered.
Project NetzDatenStrom and OpenKONSEQUENZ consortium
The interdisciplinary research project NetzDatenStrom framing the human-centered design activities described in this contribution is funded by the German Federal Ministry of Economic Affairs and Energy within the 6th energy research program 1 . Humancomputer interaction researchers, energy informatics researchers and energy sector stakeholders collaborate on integrating Big Data applications for low-voltage energy grids into existing energy control room systems in a standard-compliant way. A particular focus is on the usability of user interfaces in control room systems for operators and service personnel.
One of the NetzDatenStrom project partners is the oK consortium 2 comprising distribution system operators, software vendors, service providers and researchers. They collaborate to improve energy and gas grid control rooms. The goal of oK consortium is to drive the development of grid control systems towards open source, thus reducing maintenance costs of their systems landscape by reducing system complexity and vendor dependency as well as increasing software quality (e.g. usability) and software development efficiency. To further this goal, oK members develop open source modules that are meant to be interoperable. As a consortium of multiple distribution system operators they define framework conditions to ensure modules developed to their standards will be compatible. These conditions include the oK Multilayer Architecture (see Fig. 3 ) providing a general structure to ensure reusability, modularisation, and extendibility.
Considering the oK multilayer architecture, previous works within the scope of oK dealt mostly with the technical aspects of backend. The investigations carried out in the context of this paper and project should help to ensure a consistent and usable design across all modules developed at the user modules layer.
Methods
Apart from workshops and regular meeting with NetzDatenStrom project partners, specific measures were implemented in order to understand and specify the context of use as well as derive recommendations for ensuring usability of future smart energy control room systems (see Fig. 4 ).
A systematic literature review was conducted in the periods 18.05.2017 -08.06.2017 and 12.03.2018 -07.05.2018 with the aid of literature search engines and digital libraries (ACM Digital Library, IEEE Xplore Digital Library, ScienceDirect, Digital Library of the German Informatics Society) in order to gain a proper understanding of current and future challenes for energy control systems, using terms related to the fields of human computer interaction, safety critical systems, and big data. Apart from the previously mentioned studies, results included best practices (e.g. • Suitability for the task: Does the interactive system support task completion by providing functions and dialogues based on task-and user-specific characteristics rather than technological issues? • Self-descriptiveness: Does the user know at any time which options are available and how they could be accomplished?
• Conformity with user expectations: Does the interactive system comply with users' concerns and approved conventions?
• Suitability for learning: Does the interactive system support and guide users in using it?
• Controllability: Is the user able to control paces and sequences of interaction processes?
• Error tolerance: Does the interactive system support error control, correction and management?
• Suitability for individualisation: Could the interactive system be customised to suit individual users?
There are 3 questions for each of these items offering a 7-point bi-polar Likert scale. Accompanied by some questions about professional experience and workplace layout, the ISONORM 9241-110-S questionnaire was made available online. Possible participants were addressed by NetzDatenStrom project partners and a newsletter to the oK community.
Contextual inquiry is a special form of interview in a kind of apprentice-master relationship to collect data with the aim of gaining reliable knowledge about tasks, work process and artefacts used. As part of the research project, three different energy control rooms were visited in each case by two researchers who took on the role of the interviewer. In order to identify possible deviations or differences in the interaction with the control room system, different shifts from early to night were visited. In addition the process of shift changeovers could be observed. In order to not influence the operator in his working processes, the use of video recordings was dispensed with and only observations were made. To ensure a uniform process of the interview, an observation questionnaire was designed in advance and used during the interview in all three control rooms. Furthermore, printed copies of the ISONORM-S questionnaire were distributed in order to allow operators to assess the usability of the energy control room systems used. During the observations, the interviewers made handwritten notes, so-called affinity notes, which were categorised, catalogued and associated later on.
Data obtained from the contextual inquiry is usually extensive and complex in its details. In order to be able to recognise structures and derive regularities from these data, affinity diagrams are created. With the help of affinity diagrams, the data can be displayed clearly and orderly. Figure 5 shows the consolidated data of the three energy control room visits in the form of an affinity diagram. Here the essential points, which were written down as affinity notes, are collected and arranged according to their importance and to their similarity among each other. The affinity notes describe statements, problems, information and design ideas. These coherent sets of notes are then sorted into a previously undefined group. The diagrams were developed in a creative laboratory with three researchers, who also visited the energy control rooms, and a student assistant. Additionally, the affinity diagram was digitalised for further use of the consolidated data.
Finally, a half-day workshop with 6 operators of a specific control room was conducted by one researcher. After a short introduction of participants, challenges and approaches to smart energy systems and low-voltage management strategies were discussed with respect to the insights gained from the previous measures.
Results
In the following sections, insights gained from the previously described measures are presented and discussed. After summarising results of the ISONORM questionnaire, questions of smart energy control room design are discussed.
ISONORM 9241-110-S questionnaire
Fourty energy grid control operators participated in the inquiry about the usability in current control rooms between 14.03.2017 and 17.08.2017. 80% of the respondents worked in this position for more than five years. In order to gain an understanding of user interfaces in energy grid control rooms, participants were asked which input devices and how many monitors are used at their workplaces (see Table 1 ). The answers reveal that the classic paradigm "Windows, Icons, Menus, Pointer" (WIMP) is still state of the art in energy control rooms. However, the share of other interaction paradigms (e.g. touch, voice) will increase most likely. The varying numbers of displays available to different control room operators is noteworthy.
Within the NetzDatenStrom project, two basic use cases with respect to smart energy systems low-voltage management have been identified (failure management and plausibility checks). In this regard, operators were asked how often corresponding tasks (e.g. receiving error reports from customers) are carried out currently (see Table 2 ).
Results of ISONORM 9241-110-S questionnaire are summarised in Table 3 . Attention should be paid to the fact that they abstract from specific companies and products in order to gain a general impression of state-of-the-art control room design.
Results show that there is room for improvement, especially with respect to suitability for learning, suitability for individualisation, self-descriptiveness and error tolerance. Considering both increasing complexity of technical infrastructure (e.g. big data applications, decentralised and distributed grids) and control room operators' future workload, improving upon on these factors and usability in general is of utmost importance.
Same, same but different -State of the art of energy control rooms
The previously described human-centered design activities revealed major differences in the design of current energy control rooms with respect to number and layout of workstations, human and technical resources as well as operators' responsibilities.
For example, Fig. 6 shows the basic layout of energy control rooms visited in the course of this study. Private workspaces (green) intended to be used by one operator only and shared workspaces (blue) intended to be used by several operators.
In control room 1, operators always face a wall and people entering through one of the doors cannot immediately see their displays, other operators need to actively turn around to do so. In control room 2, the supervising operator sits in a separated room; the other operators sit together facing the walls. In their backs is an additional partition wall, making it hard to spontaneously watch over their shoulders. In control room 3, an entrance area is separated from the main control room. There all workstations are setup in front facing rows, enabling the operators sitting in the back to view the screens of those in front of them. Visitors walking in through the main door will immediately be able to view their screens content. Bockelmann et al. (2012) argue that a positioning such as this creates an atmosphere of being observed and can impacts the operator's wellbeing. Control room 1 included four workstations and a public display space, one of the workstations was used to control a water grid, two to control an energy grid and the fourth as a backup. Control room 2 was the only one that solely consisted of workstations for energy grids of which five were actively used and two remained as backups. In control room 3 four stations were reserved for energy grid controls with one additional backup station in the entrance area. On two further stations grids for gas and central heating were managed. Figure 7 shows private workspaces in different control rooms with respect to utilisation of available displays. Those marked in green are connected to the control system and show information of the controlled energy grids. They were set to different views (alarm view, detail list, information graphs, detailed logical views or overall logical view) to the preferences of the acting operator. Displays marked in orange are connected to standard hardware running various office applications (Outlook, Word, Excel) as well as third party applications like geographic information systems (GIS). One focus point of the conducted study is the difference in the work environment between day and night shifts. It can be noted, that all control rooms used similar shift models where the operators are typically part in one of four shifts:
• early shifts starting in the early morning and ending mid-day, • late shifts starting in the mid-day and ending in the late evening, • night shifts from the late evening until early morning, • and day shifts at regular business hours.
This means the operator of the early, late or night shift is present at all times to resolve emergencies and at business hours additional capacities are available for routine tasks. Control room 1 uses one operator for each shift, control room 2 uses two operators for its rotating shifts and three for its day shift, and control room 3 has one operator in the rotating shifts and two in the day shift. Operators sometimes have trainees with them, this was the case in one shift at control room 3.
In summary, it can be stated that open and modular system architectures for future energy control room systems -as suggested by oK consortium -are essential not only to decrease dependences on few manufacturers and to enable shorter update frequencies (Goering et al. 2016) but to increase suitability for individualisation and reflect major differences in the design of energy control rooms. However, well-defined workflows (see the following section) and consistent user interfaces (see the section after next) are necessary to ensure usability of smart energy control room systems.
To be or not to be -Low-voltage management and future energy control rooms
In the context of smart energy systems, the question arises whether and to which degree control room operators will be involved in controlling and managing low-voltage energy grids. Our research revealed a disparity of opinions:
• Some control room operators were sure that low-voltage management will not become part of their daily work. They think of specialised service centres or third-party suppliers. Fig. 7 Utilisation of displays at private workspaces (green = controlling various aspects of energy grids, orange = third-party applications (e.g. office applications)) (image: copyright IMIS)
• Other control room operators were sure that low-voltage management will become part of their daily work.
In either case, responsibilities, tasks and workflows must be clarified before implementing further software modules in control room systems. As shown before, suitability for learning has to be improved for current applications and must not be complicated by introducing more functionality not reflecting work in practice.
Hierarchical task analysis ((Shepherd 1998); see Fig. 8 ) and flow models ((Beyer and Holtzblatt 1998); see Fig. 9 ) are two approaches to representing and refining tasks and workflows.
Currently, task analysis and workflow models are discussed with NetzDatenStrom project partners and stakeholders. Consolidated versions will serve as a basis for user interface design -combined with the domain-specific style guide described in the next section.
Open, Modular. . . and consistent -Guiding the style of future energy control rooms
Due to the expedited open and modular development of energy control rooms, modules from various vendors could be integrated into current and future system solutions. As a result, different forms of interaction and design could be introduced leading to an increasing cognitive strain on the already demanding work of the operator.
In order to ensure situation awareness and support decision-making processes in critical situations, a consistent and usable design of user interfaces is essential. To achieve this in the context of energy control rooms, a first draft of a style guide has already been developed by the oK consortium. Style guides are structured collections of guidelines and rules to enhance consistency and usability in the development of user interfaces (Baumert 1998; Preim and Dachselt 2015) . Previous approaches of style guides, usually linearly structured text documents in printed or digital design, are no longer sufficient for the development of complex and highly dynamic systems. However, despite numerous identified problems and a history of systematic failure, this approach is still being pursued nowadays (Gale and Stephen 1996; Reed et al. 1999) . In order to keep up with the progressive technical development of the systems, the static approach of style guides has to evolve as well .
Part of the research project NetzDatenStrom is the development of a style guide for future user modules. To meet the outlined requirements, a "dynamic" and "living" style guide is being developed. It follows the strategy of enabling a more flexible navigation to individual elements through hypermedia structures, ongoing integration of user content and experience, and a simplified update and distribution of the style guide compared to previous approaches. One of the most important reasons for the failure of style guides is the insufficient or missing publication of updates (Wilson 2001) . This is counteracted by a central administration that enables a fast updating and distribution process.
As shown in Fig. 10 , users are offered the opportunity to test and experience individual elements of the style guide interactively, directly and live. The corresponding code elements can be copied or downloaded and used directly for further development. This makes the style guide an important and supportive tool for the development of new modules. The style guide serves as a collaboration platform between developers, users and other stakeholders. The implemented comment function allows to share experiences with respect individual design components, to point out missing elements and to get feedback in case of uncertainties. Different views and a corresponding rights management ensure that only authorised users are able to make changes on the actual version visible for everyone.
The structure of the style guides is based on the methodology of Atomic Design (Frost 2016). Design elements are classified into the categories atoms, molecules, organisms and templates according to their properties. Atoms are structurally the most basic components that cannot be broken down any further. These includes colours, fonts or buttons. Molecules describe groups of assembled atoms. For example the colour design of the atom "colour palette" can be combined with the structure of the button from the atom "button", creating the molecule "advanced buttons". Organisms such as headers or stacked forms describe complex user interface components of atoms, molecules and other organisms.
Templates are used to insert components into a layout and describe the underlying content structure of the design. Human machine interfaces (HMI) in safety critical domains especially need to enable operators to act promptly and accurately in high risk situations. Rae (2007) describes multiple HMI patterns and guidelines which aim at keeping the operator in the loop without distracting him with unnecessary information. As Rae illustrates further, these guidelines can support non human factor experts in developing safe HMI solutions. For this reason a suitable style guide needs to offer comprehensible guidelines and design principles based on literature research and control room visits. These design principle have been added to the Atomic Design structure to provide a better context for the provided element descriptions. For example, a basic design principle for future energy control room systems is to observe the multiplecoded display of warnings and alarms. Both structure and content of the style guide are subject of iterative refinement and discussions with project partners. The abovementioned basic elements of interaction are only the basis for the content extension of the style guide with typical user interfaces from network control rooms such as topological or geographical networks. A consolidated version will serve as a basis for user interface design.
Two sides of the same coin -Software Engineering and Human-Centered Design of future energy control room systems
Human-centered design activities like described in the previous sections have to be part of an overall software and usability engineering process leading to open and modular energy management systems with consistent user interfaces. In more detail:
• Contexts of use (e.g. tasks, workflows, characteristics of workstations) have to be analysed before design solutions are produced. Otherwise, workflows (e.g. low-voltage grid management) will evolve from technical conditions only.
• A style guide from basic elements like typography or colour coding to complex charts and network plans needs to be considered from the beginning. It is not about making design elements "look and feel nice" afterwards.
• Users and stakeholders have to be involved in formative and summative evaluations in order to refine workflows and assess prototypes (see Fig. 11 ) before implementing them within complex system architectures (e.g. oK multilayer architecture, see Fig. 3 ).
Last but not least, smart energy systems and low-voltage grid management introduce major challenges (e.g. big data management, security of distributed networks) which have to be regarded from a socio-technical point of view. For example, big data is not only a question of data storage and processing but one of operators' trust and responsibility.
Conclusion
Usability of smart energy control room systems is of utmost importance for safe and reliable future energy grid management. In addition to their current workload, control room operators will have to deal with further challenges introduced by renewable energies and smart energy systems. With respect to low-voltage grid management, we found a disparity of opinions whether it will affect control room operators' daily routine.
From the results of the research it can be deduced, that many common points exist between control rooms of different fields. Open and modular systems will help to solve mutual problems, but only when applied in conjunction with strict design rules, which can be formulated using a style guide. 
